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Abstract—Over the years, the technology of designing and
manufacturing electronic devices has evolved dynamically, in-
troducing new possibilities in the production of integrated cir-
cuits, devices, and systems. Despite advancements, significant
challenges remain. The presented problems will be supported by
examples from real-world projects, including Open Hardware,
Chiplets, and security issues such as supply chain attacks, side-
channel vulnerabilities, and quantum computing threats. This
presentation aims to highlight interesting research directions
related to hardware design that are crucial from an industrial
perspective.
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I. INTRODUCTION

Each year, we observe increasingly rapid advancements
in technologies related to the design and manufacturing of
electronic circuits. These new possibilities often bring new
challenges that are entirely different from those we have faced
in the past. This presentation highlights attractive research
directions related to hardware design that are crucial for
industry. By examining recent trends and real-world examples
from last years, the challenges related to Open Hardware,
Chiplet technology, and critical security issues will be ex-
plored. The discussion will provide insights into how these
problems impact design and production processes to finally
consider strategies to address them.

II. SupPLY CHAIN SECURITY CHALLENGES

In today’s world, electronic devices have become increas-
ingly complex, with components sourced from numerous
manufacturers. Modern integrated circuits often incorporate
intellectual property (IP) from multiple suppliers, creating
an interconnected system [1]. The design and manufacturing
processes involve many subcontractors, each playing a critical
role.

The presentation will showcase real-world cases where at-
tacks on advanced supply chains had significant consequences,
illustrating system vulnerabilities and the impact of security
breaches. It will also discuss current countermeasures to
prevent such situations. By examining these cases, we aim
to highlight the importance of robust security practices and
ongoing efforts to safeguard the integrity of electronic devices.

III. INTERNET OF THINGS (10T)

The market for IoT devices is experiencing rapid growth.
Despite this swift development, there are no established indus-
try standards for IoT that enable efficient and secure design

and deployment of IoT-class devices [2]. This presentation will
showcase solutions that offer hope for changing this situation,
providing a pathway towards standardized practices that ensure
both effectiveness and security in IoT device development.

IV. SIDE-CHANNEL ATTACKS

In recent years, we have observed a significant increase in
both the cost and scope of side-channel attacks [3]. This trend
is driven by the substantially decreasing cost of tools required
to execute such attacks. The presentation will showcase rep-
resentative examples of successfully conducted side-channel
attacks on real-world devices available in the market. These
examples will highlight the vulnerabilities exploited and the
impact of these attacks, emphasizing the need for enhanced
security measures in hardware design.

V. QUANTUM COMPUTING

The capabilities of quantum computers are increasing signif-
icantly. Currently, widely known implementations of quantum
computers do not allow for effective attacks on classical
cryptographic algorithms. However, it is anticipated that with
the advancement of quantum technology, this will change in
the future [4]. The presentation will discuss current strategies
to address this increasingly real threat, providing insights into
the measures being developed to safeguard against potential
quantum computing attacks.

VI. CONCLUSION

The dynamic evolution of electronic device design and
manufacturing presents both opportunities and challenges. By
focusing on innovative research directions and addressing
critical issues such as supply chain security, IoT standards,
side-channel attacks, and quantum computing threats, we can
drive the advancement of the electronics industry.
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