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Abstract—This paper presents a systematic architectural 
evaluation of iterative, partially unrolled and fully pipelined AES-
128 cores synthesized using a fully open-source ASIC flow in 45 
nm technology. Three design points are explored under identical 
synthesis conditions: a 10-cycle iterative architecture reusing a 
single round block, a 2-round partially unrolled implementation 
and a fully unrolled 10-stage 128-bit pipeline producing one block 
per clock cycle after pipeline fill. All designs were synthesized with 
Yosys and analysed using OpenSTA and the Nangate 45 nm 
standard-cell library. The fully pipelined architecture achieves up 
to 881 MHz and 113 Gbps in post-synthesis timing analysis. To 
enable fair comparison with prior literature, silicon area was 
additionally normalized to 65 nm, allowing consistent throughput-
per-area evaluation across technology nodes. A composite-field 𝑮𝑭ሺሺ𝟐𝟒ሻ𝟐ሻ S-Box variant is also implemented to quantify the 
impact of arithmetic structure on frequency, area and efficiency. 
All architectures were validated against NIST reference vectors, 
demonstrating reproducible open-source AES evaluation. 
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unrolling; Composite-field S-Box; open-source; ASIC synthesis; 
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I. INTRODUCTION 
The Advanced Encryption Standard (AES) is widely 

deployed in secure embedded and high-performance systems, 
where the trade-off between silicon area and throughput is 
critical. Compact iterative implementations minimize area by 
reusing a single round block, but require multiple cycles per 
block, limiting throughput. In contrast, fully unrolled and 
pipelined architectures replicate round logic to achieve one 
block per cycle after pipeline fill, at increased area cost. This 
work presents a controlled architectural evaluation of iterative, 
partially unrolled, and fully pipelined AES-128 implementations 
synthesized using a fully open-source 45 nm ASIC flow (Yosys 
+ OpenSTA with the Nangate 45 nm library). All architectures 
share a 128-bit datapath and are evaluated under identical 
synthesis conditions to isolate architectural trade-offs. Post-
synthesis results show that the fully unrolled pipeline reaches 
113 Gb/s at 881 MHz with competitive throughput-per-area 
relative to reported 45 nm implementations. 

II. ARCHITECTURE AND METHODOLOGY 
Three AES-128 architectural variants were implemented in 

synthesizable Verilog:  a 10-cycle iterative core reusing a single 
round block, a 2-round partially unrolled architecture processing 
two rounds per cycle and a fully unrolled 10-stage pipeline 

instantiating one round per stage. All designs operate on a 128-
bit datapath and share identical round and key-expansion 
modules to ensure controlled comparison. In the fully pipelined 
configuration, 128-bit register boundaries are inserted between 
consecutive rounds, reducing combinational depth and enabling 
one ciphertext block per clock cycle after an initial 10-cycle 
pipeline fill. All architectures were synthesized using Yosys and 
analysed with OpenSTA targeting the Nangate 45 nm standard-
cell library. Maximum frequency and silicon area were extracted 
from post-synthesis static timing analysis and reported in mm².  

III. RESULTS AND COMPARISON 
The fully pipelined architecture achieves 881 MHz, while 

the composite-field (GF) variant reaches 671 MHz. The iterative 
and 2-round unrolled designs operate between 220-320 MHz. 
These frequencies correspond to steady-state throughputs of 113 
Gb/s (pipeline), 86 Gb/s (pipeline GF), 3.8-4.1 Gb/s (iterative 
LUT-GF) and 7.3-5.6 Gb/s (2-round unrolled LUT-GF). At 45 
nm, the LUT-based pipeline occupies 0.109 mm², yielding 1035 
Gbps/mm², while the GF variant reduces area to 0.052 mm² and 
increases efficiency to 1652 Gbps/mm². Compared with 
reported 45 nm implementations [1-3], the proposed pipeline 
achieves comparable throughput and competitive or higher 
throughput-per-area. The iterative and partially unrolled variants 
illustrate the expected trade-off between round replication, 
silicon area and performance. 

IV. CONCLUSIONS 
The fully unrolled pipeline reaches 113 Gb/s at 881 MHz 

with 0.109 mm² area. The results demonstrate that an open-
source 45 nm flow enables reproducible and competitive AES 
evaluation. 
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TABLE I.  
SIMULATION BASED EVALUATION AT 45 NM.
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