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I. INTRODUCTION

The rapid expansion of the Internet of Things has led to the
deployment of over 20 billion connected devices [1], ranging
from simple home equipment to complex industrial devices.
This growth necessitates robust and scalable security solutions
that can operate within the constrained power environments
typical of battery powered hardware. While traditional cryp-
tographic schemes like AES or RSA are effective, they rely
heavily on the secure generation and storage of cryptographic
keys, which can be compromised if stored in standard non-
volatile memory. Physical Unclonable Functions (PUFs) [2]
address these vulnerabilities by serving as hardware security
primitives that generate unique, unclonable responses derived
from manufacturing process variations. This work focuses on
Resistive Random Access Memory (RRAM) [3] as the core
component of such a hardware security primitive, leveraging
its unique physical properties to create a secure digital finger-
print.

II. RRAM TECHNOLOGY

The RRAM devices utilized in this study consist of a Metal-
Insulator-Metal (MIM) structure [3], specifically employ-
ing Al/AlOx/Pt layers fabricated through standard CMOS-
compatible processes. These devices are initialized via an elec-
troforming process that induces a soft dielectric breakdown,
resulting in the formation of local defects and a conductive
filament (CF) that allows current to flow [3]. The device
can be switched between a Low Resistance State (LRS) and
a High Resistance State (HRS) through SET and RESET
operations, which respectively form or rupture the filament
[3]. The intrinsic entropy required for security applications
is provided by the stochastic nature of the thermal and ionic
mechanisms responsible for these filamentary processes [3].
DC electrical characterization of these fabricated cells was
performed to gather empirical data, which was subsequently
used to fit parameters for both simple static behavioral models
and complex compact electrical models based on Verilog-A.

III. PUF ARCHITECTURE

The considered PUF architecture employs an RRAM array
to serve as a multibit entropy source, with individual cells
addressed at the cross points of word and bit lines. Several

bit-encoding schemes were evaluated, including bit-wise re-
sistance comparison against a threshold, the use of pristine
resistive states in pre-formed cells, and the implementation
of parallel or differential RRAM pairs [4]. Analysis indicates
that while split-reference schemes offer high density, they
are susceptible to environmental drift. Conversely, the pristine
state approach offers exceptional robustness and low energy
consumption but lacks reconfigurability. This work contends
that a differential architecture represents the optimal tradeoff
for RRAM-based security applications, as it utilizes both
device-to-device and cycle-to-cycle variations while support-
ing reconfigurability. Simulation of this differential archi-
tecture yielded high-quality metrics, specifically achieving a
uniformity of 0.5004 and a uniqueness of 0.5002.

IV. CONCLUSIONS

This work presents two different methods for RRAM device
evaluation in PUF design. The experimental data is used
to fit a parameter of a simple static behavioral model and
a compact electric model. The behavioral model is used
for preliminary evaluation of RRAM technology in security
applications, while the compact model will be used for more
complex, dynamic evaluation of PUF properties in an analog-
mixed signal simulation environment.
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