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SUMMARY 
Technology scaling, which made electronics accessible and 

affordable for almost everyone on the globe, has advanced 
integrated circuit (IC) and electronics since the sixties. 
Nevertheless, it is well recognized that such scaling has 
introduced new (and major) reliability challenges to the 
semiconductor industry.  

This tutorial addresses the background mechanisms impacting 
resilience of ICs and shows how on-chip lifecycle management 
(OCLM) closes the loop when combined effects are unknown or 
untestable. Shrinking nodes and stacking heterogeneous dies do 
open many new failure modes (thermal, EMI, aging, SEU, 
process variation, PDN/noise coupling, electromigration, cross-
talk, TSV/interposer faults) and many combined effects simply 
cannot be exhaustively predicted before deployment.  

This tutorial discusses such failure modes and proposes 
mitigation solutions. Such techniques are based on the massive 
deployment of on-chip cross-layer sensors that are placed in 
strategic points of the chiplets and interposer, a data wrapper 
interface & management hub that is responsible to process and 
store the collected data from the sensors in a way to create an in-
mission history of events, and on-chip analytics. The sensors can 
monitor from aging, power-supply noise activity and transient 
faults in memory elements up to system-level transactions in 
system bus, processor cores and memory IPs, from dies to the 
interposer level. IEEE and IEC standards are used to support 
data monitoring and collection processes.  

The analytics engine can be implemented based on 
simple/straightforward data structures such as LUT and CAM, 
or be based on advanced Machine Learning/Artificial 
Intelligence (ML/AI) algorithms such as DyNN. ML is used to 
predict in-field system reliability according to predefined values. 
The ultimate goal is to perform on-chip lifecycle management to 
trade, in-mission mode, power, performance, reliability and 
lifespan. Concrete examples implemented in FPGAs as well as 
chips manufactured at IHP will illustrate the tutorial. 

 

 
Duration of the Talk: appr. 40 minutes.  

Target Audience: IC- and system-level designers (engineers 
and PhD students) working on critical applications such as 
aerospace, defense & security, automotive.  
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